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How can we help?
We want to help support your investigation by sharing electronic evidence collection methods and best practices. But we know you might have a few questions.|

Read on for details about identifying providers, collecting information, and more.

Voice/Text Records

Obtaining Provider Records

Reverse Location Records Internet Service Records

Reverse Location Search Determine Provider Recognize [P Addresses

Cellular Netwerk and Handset Based Positioning Historical Records (Subscriber/CDRs) Determine Provider

How to Request Records How to Request Records IP Address Attribution

How to Analyze Returns Identifying an iMessage User Histarical Records

Tips Tips Tips

Learn more > Learn more > Learn more >

Email Records

Investigating Email Records
Historical Records
How to Request Records
Email Attribution

How to Identify an Account

Learn more >




How can we help?

We want 1o help SUppor your investigation by sharing elecronic

Read an for details about i

aders, collecting ik and mare

and best practices. But we know you might have a few

Reverse Location Records Voice/Text Records Internet Service Records
PRieverse Locatsan Search Determine Provider Recograze I Addresses
Callular and Haruset Based i DR Determine Provider

How 10 Request Recards. Haw io Request Records 1P Acdress Atfribution
Hew 1o Analyze Returrs Teentifying an Message User Historical Rueards

Tips. Tips Tips

Learn morne > Learn more = ‘Leamn mare >

Home ° Obtain ° Email Records
——

Obtaining Email Records

Find out how to use an Email Address to identify an account, as well as details on serving legal process to obtain records and more.
Skip ahead to__
How can Investigating Email Records be Valuable to Law Enforcement
‘What Type of Records may be kept by an Email Provider
How to Request Email Records
How to Attribute the Sender of an Email Message
How to Identify an Account that was Accessed from a Particular Email Address
Special Mote about Subscriber Motifications
How to Identify Associated User ID's using Advanced Open Source Searches

Tips for Working with Email Providers

How can Investigating Email Records be Valuable to Law Enforcement

Email can be a starting point or a key element in many investigations. &nalyzing a subject's email can provide you
with information such as:

# Other e-mail messages related to this investigation

# Sender information

® 1P addresses

* Date and time information

e User information

* Attachments

+ Content of the communications

* Application logs
There is a lot of valuable information available in the email header, but you need to know what to look for. By
analyzing the extended email header, you can determine the originating IP address, which will help you discover the

Internet service provider (ISP) the subject was using when they sent the email. Once you know the ISP used by the
subject, you can use various legal processes to obtain records related to the subscriber of the Internet service.

Click Here for additional information on tracing the sender of an email message

Was this topic helpful? Yes / Mo







Examples of Linked Job Aids

UNCLASSIFIED

Network-based Investigative Information

Ths job aid supports mformation in the Nattonal Domestic Communications Assistance Center
(NDCAC) computer based training course, “Basic Networking for Law Enforcement.” If this job
aid was helpful to you or you want more infermation on this topic, please review the course which
can be found on the NDCAC portal in the Training section.

These tables show the different types of network-based information that youn can obtain dusing an
investigation.

IP Address

Tools are available cn the Internet that allow you to research information
about an IP address associated with a subject. The typical information you
can obtain includes:

o Owner’s name and contact information
» Range of IP addresses associated with the domain

Next steps:

# Obtain records from ISP (through appropriate legal process):
Records include subscriber information. allocation records. and
billing records. Billing records for registered owner will provide
more information (someone had to pay for the service)

# Research contact information: Names and addresses may provide
additional leads (be aware that this information may be fake)

* Research related IP addresses: They may provide more
information to mchide in your subpoena request

Domain name
WHOTS tools may be able to provide

# Registered owner’s (registrant) name. address. and conmtact
mformation

» Registrar’s name, address. and confact information

# [P address associated with the domain (if domain is hosted on the
Internet)

Next steps:

* Research registrant information: Names and addresses may
provide you additional leads (be aware that this information may be
fake)

+ Research associated IP addresses using WHOIS tool: This will
provide the Web host so you can subpoena additional information

* Subpoena registrar for records: You may be able to get subscriber
records and billing records. Billing records for registered ovmer will
provide you with more information (someone had to pay for the
domain name)

Training Course: Basic Nerworking for Law Enforcement

UNCLASSIFIED

Introduction to ARIN’s Database

This job aid  supports
information in the National
Domestic Communications
Assistance Center (NDCAC)
computer  based ftraining
course, “Basic Networking for
Law Enforcement ™ If this job
aid was helpful to you or you
want more information on this
topic, please review the course
which can be found on the
NDCAC portal in the Training
section.

The nformation in this job aid comes from the American Registry for Internet Numbers (ARIN)
web site at www.arin net .

Perhaps ARIN's best-known function within the Internet commumity is the WHOIS directory
service. WHOIS is driven by a large relational database with six classes of objects (as represented
in the graphic). all of which interconnect to cr eate meaningful searchable information.

Example:

Org ID: An Org ID is a unique identifier
representing  an  organization that i5 | e
registered in the ARIN database. This |oor
identifier shows that entity’s name. ifs | "= Andign
physical address. and any Points of Contact | n== REL1983150+
(POCs) that have authority over it In |™' haticl o
addition, all Infemet number resources
directly assigned or allocated from ARIN. as
well as any downstream resources. must be
registered to the appropriate Org ID. This
means you must establish an Org ID before
Tequesting resources. An entity may maintain
multiple Org IDs for different accounts, or 1t
may consolidate all of its resources under a
single Org ID. For each Org ID. there must
be at least one Admin_Tech and Abuse POC
with authority over it NOC POCs are
optional

| smntinn Rt o

Course: Basic Networking for Law Enforcement

UNCLASSIFIED//FOUO

UNCLASSIFIED

Time Zones Job Aid

This job aid supports information in the National Domestic Communications Assistance Center
(NDCAC) computer based traiming course, “Tracing Email Addresses for Law Enforcement.” If
this job aid was helpful to you or you want more information on this topic. please review the course
which can be found on the NDCAC portal in the Training section.

The following information is available at www timeanddate com

Coordinated Universal (UTC)

While you may be familiar with Greenwich Mean Time (GMT), Coordinated Universal Time
or UTC replaced GMT as the official world time on January 1. 1972. UTC is based on atomic
time at zero degrees longitude. which passes through Greenwich Observatory. a suburb of
London. England. UTC uses a 24-hour clock that begins at 00:00 (midnight) and ends at 23:59
(11:39pm.).

Once you've identified the date/ time stamp associated with the originating IP address. vou need
to consider time zones and time zope offsets. Sometimes an extended email header will indicate
the time zone, such as EST (Eastern Standard Time) or EDT (Eastern Daylight Time), or you
may see a “time zome offset”. such as -0500 or <0000 (UTC). Each server may use a different
date/time stamp format. So, yon may see time zone codes and time zone offsets with or without
the "UTC" indicator m the same extended email header.

Example: To convert the UTC time to EDT. subtract 5 hours from UTC time of 19:57. giving
vs 14:57. The original email message was sent on Wednesday, Dec. 12 at 14:57 EDT.

Daylight Saving Time (DST) 1s a way of making better use of the daylight in the evenings by
setting the clocks forward one hour during the longer days of summer. and back again in the
fall. DST starts in the porthern hemisphere between March-April and ends between September-
November

The clock moves ahead (= losing one hour) in the spring when DST starts, and falls back one
hour (= gaining one hour) when DST ends in the fall. To remember which way the clock goes.
keep 1n mind one of these sayings- “spring forward, fall back” or “spring ahead, fall behind™
Standard time begins in the northern hemisphere between September-November and ends
between March-April.

DST Start/End Dates (2019-2020)

S 30am
L5353 Al

|[EST (DST Ends) ZOJ AN > 1:00AM
ST Sunday, March B, 2020 LALAEAM
[EDT (DST Starts) LOOAM 300 AM
s sunday, November L 2020 S
EST(DSTERds) " T O apnamM 5 1:00AM

Cowse: Tracing Email Addresses for Law Enforcement
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Learning Pathways Dashboard
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